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(54)    Distributed indirect software instrumentation 

(57) The invention provides a software instrumenta- 
tion tool operative to control the execution of a target 
program, and to execute user-specified instrumentation 
actions upon occurrence of corresponding user-speci- 
fied events during target program execution- Advanta- 
geously, the instrumentation tool permits the 
instrumentation actions to be implemented without 
modification of the target program code, and can be 
used to provide any desired type of instrumentation on 
any target program. In an illustrative embodiment, the 
instrumentation tool includes a frontend portion which 
provides a creation graphical user interface (GUI) to the 
tool, and a backend portion which controls execution of 

the target program and executes the user-specified 
actions. The frontend portion also includes, for a given 
target program, a created GUI which is created by a 
user for providing selected instrumentation functions for 
the given target program. The frontend and backend 
portions of the instrumentation tool may each be run- 
ning on a different machine, or both may run on the 
same machine. The invention may be used in a wide 
variety of applications, including application program 
modification and management, fault tolerance, real-time 
collaboration, process monitoring, software rejuvena- 
tion and graphical interface generation. 
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Description 

Field of the Invention 

[0001] The present invention relates generally to com- s 
puting systems, and more particularly to software 
instrumentation techniques for use in such systems. 

Background of the Invention 
10 

[0002] Software instrumentation refers generally to 
the process of modifying a program to include additional 
code, referred to as instrumentation code, which is 
designed to provide various types of monitoring and 
analysis of program performance during program exe- is 
cution. Instrumentation also includes other activities 
such as modifications for fault tolerance, e.g.. check- 
pointing, and fault injection. Instrumentation thus typi- 
cally involves some modification of a target program to 
alter or add functionality. For example, instrumentation so 
code may be used to provide indications as to whether 
or not particular branches are taken when a program is 
executed with a given set of inputs, or to interrupt a 
processor during execution in order to aid in fault loca- 
tion. Existing software instrumentation methods can be 25 
broadly categorized as static methods and dynamic 
methods. 
[0003]    Static methods modify program code before 
the start of code execution, while dynamic methods 
delay modifications until the program is loaded into 30 
memory. Static software instrumentation involves the 
direct modification of code and can be performed at var- 
ious stages of code development One very common 
form of instrumentation is the use of the cpp C-lan- 
guage preprocessor, which performs automatic source 35 
code instrumentation. Other examples of source code 
instrumentation tools include the FAUST fault injection 
tool, as described in B.-H. Suh et al., "FAUST - fault 
injection based automated software testing." Proceed- 
ings of the 1991 Systems Design Synthesis Technology 40 
Workshop, Silver Spring, Maryland. September 1991, 
and the Mothra software mutation testing tool, as 
described in B. J. Choi et al., "The mothra tools set," 
Proceedings of the 22nd Hawaii International Confer- 
ence on Systems and Software, pages 275-284, Kona, 45 
Hawaii, January 1989. 
[0004] Static instrumentation can also be performed 
on assembly code. Optimizers embedded in compiler 
backends are an example of assembly code instrumen- 
tation. Perhaps the most easily recognizable form of so 
static software instrumentation is performed on binary 
code. Tools such as the pixie profiling tool described in 
"RISCompiler and C Programmer's Guide," Computer 
Systems. Inc.. 930 Arques Ave., Sunnyvale, California 
94086. 1986, and the FIAT fault injection tool described 55 
in J.H. Barton et al., "Fault injection experiments using 
FIAT," IEEE Transactions on Computers, 39(4):575-582, 
April 1990, directly modify the executable image of their 

target applications. Other tools, such as the libit check- 
pointing tool described in Y.Huang and C. Kintala. "Soft- 
ware fault tolerance in the application layer," Software 
Fault Tolerance, Michael Lyu, ed., ch. 10, Wiley, 1995, 
incorporate additional code into the original code by 
linking the original code with new libraries or object 
code files. In fact, the process of linking object files may 
also be viewed as a form of software instrumentation, 
because the object files themselves are modified to cre- 
ate a single executable program. 
[0005]   As noted above, dynamic software instrumen- 
tation methods, in contrast to static methods, do not 
perform any modifications until the program has been 
loaded into memory. As the program executes, the 
instrumentation code is executed in parallel, either as a 
separate process or thread, or as in-lined code. This 
instrumentation code allows the program's dynamic 
state to be observed and modified. A number of differ- 
ent dynamic instrumentation methods exist. The envi- 
ronment external to the program can be modified, as 
with the 3-D file system described in G.S. Fowler et al.. 
"A user-level replicated file system," USENIX Confer- 
ence Proceedings, pages 279-290, Cincinnati. OH. 
Summer 1993. The operating system can be directly 
modified, as with the FTAPE fault injection tool 
described in T.K. Tsai et al., "An approach towards 
benchmarking of fault-tolerant commercial systems," 
Proceedings of the 26th International Symposium on 
Fault-Tolerant Computing, pages 314-323, Sendai, 
Japan, June 1996. or the state of the operating system 
or system calls can be monitored, as with the UNIX 
strace utility. The process of linking dynamic shared 
libraries can be modified to substitute alternate instru- 
mented libraries, such as with the REPLfile duplication 
software described in the above-cited Y Huang and C. 
Kintala reference. Finally, the execution of the program 
can be directly controlled via a software controller with 
the ability to selectively interrupt the program and exe- 
cute instrumentation code, as in the FERRARI fault 
injection tool described in G.A. Kanawati et al., "FER- 
RARI: A flexible software-based fault and error injection 
system," IEEE Transactions on Computers, 44(2)248- 
260, February 1995. 
[0006] The conventional static and dynamic instru- 
mentation techniques described above have a number 
of drawbacks. For example, many of the techniques are 
implemented in a "direct" manner, i.e., in a manner 
which requires changes to either source code or execut- 
able code of an instrumented target program. This 
unduly increases the complexity of the instrumentation 
process, is unsuitable for use with certain types of target 
programs, and fails to provide adequate support for 
many increasingly important distributed computing 
applications. Other techniques, such as the above- 
noted FERRARI fault injection tool, are hard-coded to 
provide only certain specific types of instrumentation. 
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Summary of the Invention 

[0007]  The invention provides a general-purpose soft- 
ware instrumentation technique, referred to as "indirect 
instrumentation," in which execution of a target program 5 
is directed by a controller. The controller operates in 
conjunction with other processes and/or threads to 
instrument the target program by executing user-speci- 
fied actions upon occurrence of user-specified trigger 
events. Advantageously, the invention can provide any w 
desired type of instrumentation on any target program, 
and without modification of the source code or executa- 
ble code of the target program. An illustrative embodi- 
ment of the invention is in the form of an instrumentation 
tool that includes a frontend portion and a backend por- 15 
tion. The frontend and backend portions of the tool may 
each be running on a different machine, or alternatively 
both portions may run on the same machine. The fron- 
tend portion includes a creation graphical user interface 
(GUI) which allows a user to graphically design a ere- 20 
ated GUI with customized instrumentation operations 
tailored to a given target program. The frontend portion 
may be implemented in, for example, Java.^and exe- 
cuted in any Java-enabled web browser. The backend 
portion, which may be implemented in C++, controls the 25 
execution of the target program in accordance with 
user-specified actions and other instrumentation func- 
tions. The frontend and backend communicate over a 
communication medium which may utilize conventional 
TCP/IP messaging. 30 
[0008]  In accordance with the invention, a given target 
program is instrumented by controlling its execution and 
implementing user-specified actions in response to 
user-specified trigger events which occur during target 
program execution. The user-specified actions and 35 
events may be specified in the creation GUI of the 
above-noted frontend portion. A controller directing the 
execution of the target program operates in conjunction 
with a number of other processes and/or threads to exe- 
cute the user-specified instrumentation actions upon 40 
occurrence of the designated trigger events. The con- 
troller and these other processes and/or threads may be 
elements of the above-noted backend portion. Informa- 
tion regarding the user-specified actions and triggers is 
communicated from the user interface of the frontend 45 
portion to the controller and other processes and/or 
threads of the backend portion, and is used to provide 
the desired instrumentation without modification of tar- 
get program code. The processes and/or threads may 
also be used to implement counters for monitoring a so 
characteristic of a user-specified action. Exemplary 
user-specified actions include: (i) altering execution of 
the target program; (ii) altering a value of a target pro- 
gram variable; (iii) sending output of the target program 
to the frontend portion; (iv) starting at least one addi- ss 
tional program; (v) calculating a rate of occurrence for a 
given event relating to the target program; (vi) sending a 
message to the frontend portion when a given event 

4 

relating to the target program occurs; and (vii) modifying 
a target program variable based on usage of a set of 
operating system resources. Exemplary user-specrfied 
trigger events include: (i) an update of a target program 
variable; (ii) execution of a target program instruction; 
and (iii) expiration of a timer. 
[0009] Indirect instrumentation in accordance with the 
invention provides substantially improved flexibility and 
performance by allowing the instrumentation itself to be 
easily altered, added, or deleted as the target program 
executes, without modification of target program source 
code or executable code. This greatly increases the 
convenience for the user and decreases the amount of 
time needed for the user to perform the instrumentation. 
The indirect nature of the instrumentation of the inven- 
tion also permits the instrumentation of certain types of 
target programs which generally cannot be instru- 
mented using conventional software instrumentation 
techniques. These target programs include, for exam- 
ple, "legacy" software that either has no available 
source code or is very difficult to understand, and pro- 
grams that are already executing and cannot be termi- 
nated, instrumented, and restarted. The invention als 
makes possible numerous distributed computing appli- 
cations, including application program modification and 
management, fault tolerance, real-time collaboration, 
process monitoring, software rejuvenation and graphi- 
cal interface generation. 

Brief Description of the Drawings 

[0010] 

FIG. 1 is a block diagram of an illustrative embodi- 
ment of the invention; 
FIG. 2 illustrates different operating modes sup- 
ported by the FIG. 1 embodiment; 
FIGS. 3 and 4 show creation and created graphical 
user interfaces (GU Is), respectively; 
FIGS. 5 and 6 show more detailed views of the fron- 
tend and backend portions, respectively, of the FIG. 
1 embodiment; 
FIG. 7 illustrates the structure of an exemplary 
communications medium suitable for use in con- 
junction with the invention; and 
FIG. 8 shows exemplary command code categories 
for provicfing instrumentation in accordance with the 
invention. 

Detailed Description of the Invention 

[0011 ] The present invention will be illustrated below 
in conjunction with an exemplary distributed computing 
system. It should be understood, however, that the 
invention is not limited to use with any particular type of 
computing system, but is instead more generally appli- 
cable to any computing environment or application in 
which it is desirable to perform software instrumentation 
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in a more convenient and efficient manner than is possi- 
ble using conventional approaches. The disclosed tech- 
niques can be utilized with computers or other 
machines arranged in local area networks, wide area 
networks, metropolitan area networks, intranets, extran- 5 

ets and global networks such as the Internet. The term 
"program" as used herein is intended to include any 
type of instruction, code, process, thread or the like 
which runs on a computer or other machine in a com- 
puting system. The term "distributed system" is w 
intended to include any system which includes two or 
more  computers  or  other  machines.  The term 
"machine" as used herein should be understood to 
include a computer, a workstation or any other type of 
data processing device as well as various components 75 
of such devices. The term "remote machine" as used 
herein refers generally to any computer, workstation or 
other data processing device which executes a process 
on behalf of another machine. A remote machine in 
accordance with the invention therefore need not be 20 
geographically remote from the host machine. The term 
"indirect instrumentation" refers to instrumentation that 
can be implemented without directly altering either the 
source code or the executable code of an instrumented 
target program. An "instrumentation tool" refers gener- 25 
ally to any software program which implements at least 
a portion of an instrumentation process. The term "con- 
troller" refers generally to any software program or other.. . 
mechanism which provides one or more of the functions 
described herein as associated with a backend of an , 30 

instrumentation tool, and may be used to designate the 
entire backend as well as an element or elements of the 
backend. 
[0012]   FIG. 1 illustrates the general architecture of an 
indirect instrumentation software tool in accordance 35 
with one possible embodiment of the invention. This 
embodiment is implemented in a distributed system 10 
which includes a user machine 12 and a remote 
machine 14. The user machine 12 and the remote 
machine 14 communicate via a communication medium 40 
15 which in this embodiment includes a web-embedded 
application layer 16 and a conventional Transmission 
Control Protocol/internet Protocol (TCP/IP) layer 18. 
The web-embedded application layer 16 may be any 
suitable message-passing mechanism configured to 45 
operate with the TCP/IP layer 18. The operation of lay- 
ers 16 and 18 will be described in greater detail in con- 
junction   with   FIG.   7   below.   Other   types of 
communication media may be used in alternative 
embodiments. Moreover, other embodiments of the so 
invention may be implemented using a single machine, 
or more than two different machines. 
[0013]      The indirect instrumentation software tool 
includes a frontend" portion and a "backend" portion. 
The frorrtend is implemented on the user machine 12 55 
and includes, among other elements, a "creation" 
graphical user interface (GUI) 20. The frontend may be, 
for example, one or more Java applets that can be exe- 

cuted on a Java-enabled computer or other suitable 
machine. The backend is implemented on the remote 
machine 14 and includes two software processes: a tar- 
get program 22, i.e., the program that is to be instru- 
mented, and backend software 24 that performs the 
instrumentation on the target program 22. As will be 
described in greater detail below, the backend software 
24 may be comprised of multiple processes and 
threads. Within target program 22, element 25 repre- 
sents the control-flow execution of the target program, 
and element 26 represents the data space of the target 
program. The backend software 24 includes a controller 
27. The frontend provides an interface between the user 
and the backend software 24 which controls the target 
program 22. The GUI 20 of the frontend is preferably 
point-and-click driven and has pull-down menus, win- 
dows, lists, buttons, and text fields, as will be described 
in greater detail in conjunction with FIG. 3. 
[0014] The controller 27 running on remote machine 
14 directs the control flow of the target program 22 and 
provides observability into the internal state of the pro- 
gram 22 as it executes. The controller 27 has the ability 
to direct the target program to commence, suspend, 
and terminate execution at any point. It also is able to 
view and manipulate the entire data space of the target 
program, including static and dynamic data and proces- 
sor registers. The controller 27 may include a debugger, 
e.g.. a conventional gdb or dbx debugger, or a lowrlevel 
facility provided by the operating system, e.g.; a conven- 
tional ptrace facility or the /proc file system in UNIX, 
which serves as the part of the backend that directly 
controls and communicates with the target program 22. ■ 
ft will be assumed that in the illustrative embodiment the 
controller 27 includes the gdb debugger as described in 
R.M. Stallman, "Debugging with GDB: the GNU Source- 
Level Debugger," 4.12 edition, January 1994, which is 
incorporated by reference herein. Although alternatives 
exist for use in the controller 27, the gdb provides the 
desired functionality and has been extensively tested 
and ported to many platforms. 
[0015] The controller 27 allows indirect instrumenta- 
tion to be automated, such that the amount of hand- 
coded instrumentation code is reduced to the greatest 
extent possible. The user of the instrumentation tool 
interacts primarily with the GUI 20 of the frontend, while 
the instrumentation is performed by the controller 27 of 
the backend. The distributed configuration of the indi- 
rect instrumentation software tool expands its utility 
beyond conventional software instrumentation and 
makes possible the implementation of distributed soft- 
ware fault tolerance, real-time collaboration, distributed 
graphical interfaces, and numerous other applications. 
[0016] It should be noted that although the instrumen- 
tation tool in the illustrative embodiment includes a con- 
troller which has a debugger as one of its components, 
the tool itself provides additional capabilities typically 
not found in a debugger. A debugger is generally capa- 
ble of performing many low-level tasks such as manag- 
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ing breakpoints, executing debugger commands when 
breakpoints are encountered, and printing and modify- 
ing the values of variables. In contrast, the instrumenta- 
tion tool in the illustrative embodiment configures the 
debugger in the controller 27 to perform all the tasks 
needed in an automated, transparent, and distributed 
manner. In addition, the instrumentation tool adds the 
capability of incorporating and executing user-specified 
code in conjunction with the target program 22 to per- 
form tasks that a debugger alone is unable to do. The 
instrumentation software tool also provides other 
unique features, such as, for example, an automated 
feedback mechanism that triggers the aforementioned 
user-specified code when a designated event occurs. 
[0017]    FIG. 2 illustrates two operating modes of the 
instrumentation tool of FIG. 1. As previously noted, the 
instrumentation tool supports the instrumentation of a 
target program 22 by providing a creation GUI 20. In an 
interactive mode of operation, the creation GUI 20 
allows the user to create a customized "created" GUI 
30, which then connects to a backend 28 as shown. 
Both the creation GUI 20 and the created GUI 30 are 
associated with the frontend portion of the instrumenta- 
tion tool, and thus run on the user machine 12 in the 
illustrative embodiment. The backend 28 includes the 
backend software 24 with controller 27 and is imple- 
mented on the remote machine 14. While the user inter- 
acts with the creation GUI 20, the created GUI 30 is built 
in a separate window that can be immediately reviewed 
and modified if necessary. The creation GUI 20 
requests target program information from the backend 
28. as indicated by the dashed line, and the backend 28 
responds to the created GUI 30 with the requested 
information, as indicated by the solid line. Once the user 
is satisfied with the instrumentation and the created GUI 
30, a final version of the created GUI 30 can be gener- 
ated for a stand-alone mode of operation in which that 
version can be run independently of the creation GUI 
20. In this stand-alone mode, the created GUI 30 
directly requests target program information from the 
backend 28 during target program execution, as indi- 
cated by the dashed line, and the backend 28 responds 
to the created GUI 30 with the requested information, as 
indicated by the solid line. A user will typically first enter 
the interactive mode to tailor the created GUI 30, and 
then subsequently run the resulting created GUI 30 in 
the stand-alone mode. 
[0018] FIGS. 3 and 4 show examples of a creation 
GUI 20 and a created GUI 30, respectively, in accord- 
ance with the invention. The creation GUI 20 of FIG. 3 
includes a source listing window 40, a function list 42. a 
global variable list 44 and a local variable list 46. A given 
function selected from the function list 42 is highlighted 
in the list 42 and displayed in a text field 52 as shown. 
The corresponding global and local variables for the 
selected function are displayed in the respective global 
variable list 44 and local variable list 46, while the 
source code for the function is displayed in the source 

listing window 40. A number of buttons are provided, 
including a meter widget button 54, a text field widget 
button 56 and a text area widget button 58. These but- 
tons allow a user to specify particular widgets which will 

5 appear in the created GUI 30. For example, the meter 
widget button 54 may be used to specify a particular 
variable to be monitored in a visually perceptible format 
in the created GUI 30. One such format is a horizontal- 
bar whose length is proportional to the value of the 

w associated variable. Other types of widgets include, for 
example, pie chart widgets, time-line widgets, etc. 
These and other widget classes can be included in a 
basic graphical widget library that can be extended by 
the user. 

is   [0019]   Although not illustrated in FIG. 3, a number of 
pull-down menus may be provided in the creation GUI 
20% For example, the creation GUI 20 may include a 
menu for commands related to the target program as a 
whole, such as commands to load, run, interrupt, inter- 

ne   rupt periodically, or terminate the target program. 
Another menu may provide instrumentation commands, 
such as commands for selling breakpoints associated 
with source code lines or commands to specify trigger 
mechanisms for user-defined functions. The creation 

25  GUI 20 thus allows a user to select and configure instru- 
mentation operations provided by the instrumentation 
tpol. For example, if a particular instrumentation com- 
mand selected from a pull-down menu requires user- 
specified parameters, the user can enter these parame- 

30  ters via a keyboard into a corresponding text field. The 
target program information displayed in the windows 
and lists of the creation GUI 20 may be requested by 
creation GUI 20 from the backend, as previously 
described. 

3$ [0020] The created GUI 30 of FIG. 4 includes a win- 
dow 60 for listing breakpoint actions specified by the 
user in the creation GUI 20, and a window 62 for listing 
notifications received from the backend in response to 
the breakpoint actions or other user-specified instru- 

40 mentation. The created GUI 30 further includes a set of 
variable watch windows 64, 66 and 68 for specifying the 
current status of selected variables /; ten and time__ptrt 

respectively. It should be noted that the selected varia- 
bles are illustrative for the chosen target program, and 

45 many other types of variables could be monitored. The 
variable watch windows are examples of meter widgets 
that can be specified using the meter widget button 54 
in the creation GUI 20 of FIG. 3. The created GUI 30 
thus provides a display of the user-specified instrumen- 

so tation generated from the creation GUI 20. As previ- 
ously noted, the created GUI 30 may be run in a stand- 
alone mode in which it interacts with the backend to 
obtain the necessary information regarding the target 
program as the program executes. A user thus uses the 

55 instrumentation-generation features of the creation GUI 
20 to generate a customized created GUI 30 which 
interacts with the backend to provide the target program 
information required for the instrumentation. 
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[0021] FIG. 5 illustrates an exemplary frontend 100 of 
the instrumentation tool in greater detail. The frontend 
100 includes the creation GUI 20 and the created GUI 
30 as previously described. The created GUI 30 
includes text area code 30A. meter widget code 30B 
and text field code 30C. The sets of code 30A, 30B and 
30C are responsible for generating corresponding por- 
tions of the graphical display of the created GUI 30 as 
shown in FIG. 4. The graphical output of the sets of 
code 30A, 30B and 30C will be displayed as part of the 
created GUI 30 depending on whether the user decides 
to use a particular widget as part of the GUI 30. The 
frontend 100 further includes a Prism Communications 
Protocol (PCP) element 102 for implementing commu- 
nications between the frontend 100 and one or more 
backends, and a backend listener 104 for receiving 
communications from the one or more backends via the 
communication medium 15. 
[0022] FIG. 6 shows an exemplary backend 28 in 
greater detail. In order to handle the variety of responsi- 
bilities required of it the backend is partitioned into sev- 
eral different components. These components generally 
execute in parallel, with some executing as forked proc- 
esses and others executing as threads. Whenever pos- 
sible, threads are used, except when the components 
must fork off additional processes themselves. Multiple 
threads can form a single process, since they share the 
same memory space. In FIG. 6. thick solid arrows indi- 
cate a fork of a given process, thin solid arrows indicate 
a thread of a given process, and dashed arrows indicate 
communication. The backend 28 in this embodiment 
includes a main process 110 which controls its opera- 
tion. A debugger process gdb and another process 
surrogate are started as forks from the main process, 
and readgdb, readweasl and readsurrogate are 
threads of the main process. The readgdb thread is 
responsible for reading information from the gdb proc- 
ess, the readweasi thread is responsible for reading 
information from the communication medium 15, and 
the readsurrogate thread is responsible for reading 
information from the surrogate process. The gdb proc- 
ess controls debugger operations undertaken by the 
backend 28, as illustrated by a target process started as 
a fork from the gdb process. The surrogate process 
controls actions undertaken by the backend 28, as illus- 
trated by an action process started as a fork from the 
surrogate process. These backend actions will be 
described in greater detail below 
[0023] As previously noted, the backend 28 serves as 
a controller for the target program. All requests from the 
frontend 100 are handled by the backend. and all output 
from the target program 22 to the frontend is transferred 
by the backend. Thus, the backend in this embodiment 
is the only interface between the frontend and the target 
program. The operations that the backend performs on 
the target program constitute the basis of indirect instru- 
mentation. In addition to serving as the interface 
between the target program and the frontend, the back- 

end also performs other important functions. First, back- 
end actions can be specified by the user for execution 
whenever a desired trigger condition is encountered. 
These actions perform calculations, alter the execution 

5 of the target program, including target program variable 
values, send output to the frontend. start up additional 
programs, or perform other functions. In addition to 
implementing actions, the backend may also contain its 
own internal counters, which can be used as variables 

70   in addition to the target program variables. These back- 
end actions and counters are very powerful and provide 
the ability to alter the execution of the target program. 
[0024]  A number of actions supported by the backend 
28 will now be described. In addition to control of the tar- 

is get program via explicit controller commands, e.g.. gdb 
commands, the backend performs several other func- 
tions. The term "action" as used herein refers to a user- 
specified task that is performed by the backend. The fol- 
lowing are examples of possible actions: (1) calculate 

20 the rate of occurrence for a given event, such as when a 
target program variable is updated; (2) reset the value of 
a target program variable when the value reaches a 
threshold level; (3) send mail to the user when an event 
occurs, such as when the rate of occurrence for another 

25 event (see item 1) exceeds a threshold level; (4) monitor 
the usage of a set of operating system resources, e.g., 
CPU utilization, memory usage, and network traffic, and 
modify a target program variable based on the moni- 
tored data. Actions are generally executed as separate 

30 processes and may be implemented as interpreted 
scripts, e.g., shell, PERL, awk, or Java scripts, or as 
native executables. The frontend can be configured to 
allow the user to write the actions explicitly via the fron- 
tend creation GUI 20 and then to send the action files to 

35 the backend. Alternatively, the action files can be manu- 
ally placed on the remote machine on which the back- 
end resides. 
[0025] Based on commands from the frontend, the 
backend determines when actions should be triggered. 

40 i.e., when actions should begin execution. Exemplary 
action triggers include the following: (1) the update of a 
target program variable; (2) the execution of a target 
program instruction (this trigger may be further limited 
by a conditional expression that includes target program 

45 variables); and (3) the expiration of a timer. Each action 
may have its own list of triggers. When the trigger for an 
action occurs, then the action is started by the backend. 
After the action is started, it executes until it determines 
that it is no longer needed. Thus, some actions may be 

so written to execute briefly and then disappear. Other 
actions may be started up and continue execution until 
the backend is terminated. If an action is triggered again 
while it is still executing, then a second action need not 
be started. However, the backend generally sends new 

55  input to the action for each trigger, whether the action is 
started or has already been started in the past. 
[0026]  In order to be most useful, actions should have 
some interaction with the backend and target program. 

6 
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The backend can send input to an action whenever the 
action is triggered. This input can include, for example, 
target program variable values, constant strings, and 
values of backend counters. Actions can generally pro- 
duce at least the following different types of output that 5 
are sent to the backend: (1) strings that are forwarded 
by the backend to the frontend (these strings may be 
displayed by the frontend in a graphical widget); (2) 
commands that update the value of a backend counter; 
and (3) commands that are intended to change the exe- w 

cution or state of the target program. Of course, actions 
can also provide other types of output. 
[0027]  Since actions interact closely with the backend 
and the target program, actions can be either synchro- 
nous or asynchronous in terms of their execution rela- 75 
tive to the backend. A synchronous action will pause the 
backend and target program after an action is triggered 
until that action sends a sync signal to the backend. A 
synchronous action may be needed in certain situations 
where the action either modifies a backend counter or 20 
changes the execution or state of the target program. 
For example, if an action resets the value of a target 
program variable when the variable reaches a ^threshold 
value, then the target program must not be allowed to 
continue execution until that variable is reset. In con- 25 
trast, an asynchronous action never pauses the back- 
end or target program. An asynchronous action is 
generally used when the action has no effect on the 
future execution of the target program, such as when 
the action simply sends output strings that are meant to 30 
be forwarded to the frontend. 
[0028]    The above-noted backend counters may be 
implemented as integer variables that are maintained by 
the backend. These counters are generally separate 
from the target program variables and variables within 35 
actions. Backend counters are useful for communica- 
tion between different actions. For instance, two actions 
may calculate the rates at which two distinct events 
occur, and a third action may compare the two rates and 
reset a target program variable if the two rates differ by 40 
more than a threshold value. The first two actions would 
write their respective rates to backend counters, the val- 
ues of which would then be sent by the backend as input 
to the third action. Backend counters can also be used 
to store state information between different invocations 45 
of the same action if the action is designed to end exe- 
cution shortly after being triggered. 
[0029]   FIG. 7 illustrates an illustrative embodiment of 
the above-noted communication medium including web- 
embedded application layer 16 and TCP/IP layer 18. As so 
noted above, the web-embedded application layer may 
be, for example, a Java/C++ class library designed for 
facilitating  the   implementation   of communication 
between multiple Java frontends and a C++ backend of 
a web-embedded application. The medium may use 55 
TCP/IP stream sockets and high-level class wrappers 
for the sockets that allow Java programs and C++ back- 
ends to exchange data and files and access directories 

on the backend from the frontend. FIG. 7 shows an 
exemplary layered structure for the communication 
medium and illustrates the communication between dif- 
ferent layers in a Java frontend and a C++ backend. 
[0030]  FIG. 8 illustrates an exemplary PCP command 
structure for use in the PCP element of the frontend 100 
as shown FIG. 5. The use of PCP simplifies the commu- 
nication between the frontend and the backend and 
facilitates the use of multiple frontends and backends. 
All PCP commands in this example are encoded as 
ASCII strings. The first space-delimited word in the 
string is always an integer command code that repre- 
sents the purpose of the message. To allow for addition 
of commands in the future, command codes are catego- 
rized, with each category assigned to a specific range of 
codes as shown.  Command codes 100-299 are 
assigned to the specification of breakpoint commands, 
with that range further subdivided into commands that 
set the location and characteristics of the breakpoint. 
e.g., whether the breakpoint is temporary, and those 
that specify actions to be taken whenever a breakpoint 
is encountered. Notification commands are sent by th 
backend to the frontend to indicate that an event has 
occurred or that a condition has been met Acknowledg- 
ment commands are sent by the backend to the fron- 
tend to provide a more reliable mode of operation. The 
fault-tolerance commands are an example of a category 
of commands designed to support a particular applica- 
tion, i.e., the provision of fault tolerance. 
[0031]   An indirect instrumentation tool in accordance 
with the invention is capable of performing a variety of 
different software instrumentation tasks. A number of 
such tasks, each illustrating specific advantages of the 
invention, will be described below. The first task is the 
instrumentation of a web server to create an interactive 
GUI and to provide for application management for an 
actual target program. The second task is the addition 
of fault tolerance to a target program which has no 
inherent fault tolerance. The third task is the modifica- 
tion of target program functionality, which involves a 
change in the display format of a graphical clock pro- 
gram. This last task is performed without the use of any 
source code. 
[0032] In the first example, a known target program is 
used to demonstrate how the invention can be used to 
gain observability into the data space of a process. The 
target program in this example is the Apache web 
server available from the Apache HTTP server project 
at URL http://www.apache.org/. Suppose we wanted to 
monitor the statistics that the Apache server collects. 
Apache can serve these statistics back to a privileged 
client, e.g., a browser, in HTML format when this client 
issues a request for the URL 
httpy/<host>:<port)/server_status to the server. How- 
ever, this method does not allow the continuous and 
graphical display of the server statistics that we desire in 
this example. We therefore first identify the lines in the 
Apache code that update the server statistics. A file 
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http_main.c in the Apache web server contains a func- 
tion incremerrtjcounts with a structure new_score_rec 
whose fields get assigned the up-to-date statistical val- 
ues that we are interested in and therefore contain the 
values we would like to display graphically. Assuming 5 

that we have an Apache executable with symbolic infor- 
mation, we can move on to the instrumentation of 
Apache to obtain the desired graphical user interface. 
[0033]     The instrumentation procedure begins with 
starting up the backend of the above-described instru- io 
mentation tool. The backend outputs the number of the 
port it uses for communicating with the front end. We 
then start up the frontend applet (which provides the 
creation GUI 20) in a browser program. The frontend 
prompts us for the name of the machine that hosts the is 
backend and for the backend port number. In a pull- 
down menu of the frontend creation GUI, we select a 
"Load Target Program" command, which requires us to 
type in the name of the Apache executable. This 
attaches the backend to the Apache Web server. 20 
[0034]   The next step is to request the list of ail func- 
tions in the server code by selecting a "Request Func- 
tion List" command, which displays all functions 
including parameter and return value types in a desig- 
nated area of the creation GUI. From this list, we pick 2s 
the function increment_courrts and request its source 
code as well as the list of its local variables via appropri- 
ate menu selections. The source code and the local var- 
iable list are then displayed in different areas of the 
creation GUI. In the function source code display, we 30 
select each line in which a variable that we would like to 
monitor is being updated, one at a time. For each line 
selection, we click on the name of the variable to be 
monitored in the list of local variables and finish the 
instrumentation of this line by associating a widget with 35 
it, in this case a meter widget. As described in conjunc- 
tion with FIG. 4, a meter widget may be a horizontal bar 
whose length is proportional to the value of the associ- 
ated variable. The widget along with appropriate labels 
is displayed in the created GUI as soon as it is selected. 40 
Eventually, we end up with one meter widget for each 
variable that we wish to monitor. 
[0035]    Finally, we start the execution of the Apache 
server by selecting a "Run" command in a creation GUI 
menu. Each widget in the created GUI now graphically 45 
displays the values of the statistics variables that we are 
interested in. The execution of the Apache server can 
be controlled to a certain extent by clicking on menu 
items in the created GUI. For example, control opera- 
tions may be provided to allow the user to interrupt the so 
server once or periodically, to resume execution, and to 
terminate or restart it. 
[0036] Suppose we not only want to graphically mon- 
itor statistics variables but instead want to use these 
variables in a more active way. For example, we might ss 
want the backend to automatically send an email mes- 
sage to a remote server administrator after 10,000 client 
requests to the web server. To do this, we can write a 

shell script that sends a predetermined email to the 
address of the server administrator. Instead of only 
associating the source code line that updates 
new_score_rec.access_count in function 
incremerrtjcounts with the meter widget, we can also 
associate this line with the shell script In addition, we 
may specify the number of repeated executions of this 
line before we want the shell script to be invoked. When 
the Apache server runs under supervision of the back- 
end, the execution of the shell script will be triggered by 
the backend each time the specified source code line 
has been executed 10,000 times. 
[0037] In the previous example, the shell script is 
invoked every time it has to perform the desired action. 
Alternatively, a shell script may remain alive after it has 
completed a task and the backend can continue feeding 
data into the shell script. We can use this feature to 
extend the functionality of the target program in more 
complex ways, e.g., we can compute a moving average 
of connection attempts to the Apache server. To this 
end, the backend sends the value of 
new_score_rec.access_courrt to the shell script in cer- 
tain time intervals. The script then computes the differ- 
ence between its previously stored version of 
new_score_rec.access_courrt and the updated value, 
normalizes the difference over time, and sends this 
value to the backend, which forwards it to the frontend. 
There, the moving average of connection attempts can 
be displayed in a meter widget ^ ^ - ■' 
[0038] Another application of the invention is in the 
area of fault tolerance. In this example, the above- 
described indirect instrumentation tool is augmented to 
support the addition of fault tolerance capabilities to a 
target program which has no inherent fault tolerance. 
The most important aspects of fault tolerance are gen- 
erally error detection and error recovery. Error detection 
is accomplished via replication of the target program on 
different machines, with each copy of the target pro- 
gram controlled by a separate backend. These back- 
ends communicate with a single frontend, which serves 
as a coordinator for the backends and as a voter to 
determine discrepancies among the target programs as 
they execute. Recovery from detected errors is accom- 
plished via a modified checkpointing and restart mech- 
anism. A detailed description of the use of indirect 
instrumentation for fault tolerance can be found in the 
U.S. Patent Application of Timothy K. Tsai entitled "Fault 
Tolerance via N-Modular Software Redundancy Using 
Indirect Instrumentation" which was filed concurrently 
herewith and is assigned to the assignee of the present 
invention. 
[0039] An indirect instrumentation tool in accordance 
with the invention can also be used to implement target 
program modifications without requiring changes to 
source code. The following example demonstrates the 
modification of the functionality of a target program with- 
out the use of source code changes. The goal of this 
example is to modify the time output format of an xclock 
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program, which is a graphical clock program that is dis- 
tributed with the X Window graphical environment. The 
standard xclock program displays the time in only one 
default format, e.g., Sat Apr 11 20:28:03 EDT 1998. If 
another format is desired, e.g., Sat Apr 11 8:28:03 PM, s 

then conventional techniques would require that the 
source code be modified and recompiled. However, with 
the indirect instrumentation tool of the invention, any 
run-time selectable time format can be added to the 
xclock program. The following steps may be used to io 
accomplish this instrumentation. First, the virtual 
address for the time variable is found, which may 
require some investigative effort. The xclock program is 
then executed, and after waiting for the time to appear 
initially in the graphical output, a signal is sent to the 15 

xclock program to cause a core dump of its internal 
state. With the aid of a debugger, the memory space of 
the core dump is examined. A string search is con- 
ducted for the string representing the last time displayed 
by the xclock graphical display When this string is 2o 
found, then the corresponding virtual address can be 
determined by calcUatng the offset of the string from 
the beginning of the data segment in the core dump. 
This virtual address ts the same lor subsequent execu- 
tions of the xclock program. 2S 

[0040] Once the vwtual address lor the time variable is 
found, the user enters trts virtual address into the fron- 
tend, which then instructs the backend to insert a watch- 
point for that virtuaJ adcfress Furthermore, for that 
watchpoint, a specifc backend action is specified which 30 
alters the time format to an alternate format desired by 
the user. When the xclock program is executed under 
the control of the indirect instrumentation tool, the back- 
end action will be executed when the time variable is 
updated by the xclock program, thus changing the 3S 
graphical time output whenever the time is updated. 
Note that this is accomplished without the use of any 
source code and without the need to recompile the 
xclock program. 
[0041] An indirect instrumentation tool in accordance 40 
with the invention can provide the foundation for many 
additional applications. These additional applications 
include real-time collaboration, process monitoring, 
software rejuvenation, addressing Year-2000 and simi- 
lar problems, and graphical interface creation. Each of 45 
these additional applications will be described in turn 
below. 
[0042] The above-described created GUI may be 
used to provide real-time collaboration. Examples of 
real-time collaboration include distributed software so 
development and distributed real-time games. In these 
applications, several users exist. A separate creation 
GUI is available for each user to access the same target 
program. In the case of distributed software develop- 
ment, two or more developers on the same project but ss 
at different physical locations might want to collaborate. 
One of the developers would be able to graphically and 
interactively demonstrate to the other developers the 
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operation of code. Such a capability would facilitate soft- 
ware development, debugging, and demonstration. 
[0043] In process monitoring applications, indirect 
instrumentation in accordance with the invention offers 
observability into target program data space with 
instruction-level and function-level control of execution. 
This capability, coupled with the ability to perform user- 
specified actions that are triggered at specified points of 
execution, forms the basis for powerful process monitor- 
ing applications. The following are some exemplary 
applications based upon process monitoring: (1) tradi- 
tional GUI. i.e., the creation of a graphical user interface 
in a convenient point-and-click manner; (2) traditional 
debugging (since the backend may be built on top of a 
debugger, the use of the creation GUI as a frontend to 
the debugger is a natural application); (3) run-time pro- 
filing (the traditional method of profiling involves the 
instrumentation of object code by direct alteration of the 
program's disk image, while the invention permits the 
indirect instrumentation of the target program without 
recompilation); (4) logging, e.g., it is also possible to 
create a GUI with no graphical widgets, such that only 
functional widgets that record the state of the target pro- 
gram are included: (5) time-triggered actions other than 
logging, e.g., gathering data to determine the time to 
perform software rejuvenation, or monitoring the 
amount of disk traffic and initiating additional disk cache 
flushing without altering the target program or the oper- 
ating system. 
[0044] Software rejuvenation is the process of avoid- 
ing program failures by interrupting program execution, 
checkpointing the program data space, and restarting 
the program from the checkpointed state. A challenging 
problem is to determine when and how often rejuvena- 
tion should occur to avoid program failure and yet with 
as little overhead as possible. To do this, we have to 
gather data regarding the running process and try to 
find out if the process has "aged" beyond a certain 
threshold, making the probability of a program malfunc- 
tion exceed another threshold. The traditional rejuvena- 
tion methods typically do not take into consideration 
information about the internal state of the process and 
instead monitor operating system resources claimed by 
the process. Using indirect instrumentation, we can 
easily implement traditional software rejuvenation meth- 
ods. However, indirect instrumentation also allows us to 
look at the internal state of the running process. The 
invention can thus be used to provide additional tech- 
niques for determining points of time when rejuvenation 
should occur and what part of the program data space 
has to be checkpointed. 
[0045] Indirect instrumentation also can be used to 
provide a data-centric, dynamic solution to the Year- 
2000 problem. For example, instead of identifying 
defective code statements, possibly problematic data 
variables are identified. Then, the instrumentation tool is 
used to enable watchpoints for these variables, such 
that the target program is interrupted whenever the 
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selected variables are accessed. When a watchpoint is 
activated, a user-specified action is performed to 
manipulate the state of the target program in a manner 
that will correct the program execution. 
[0046] Indirect instrumentation can also provide an 
improved technique for graphical interface creation. Tra- 
ditionally, graphical interfaces are created (1) by writing 
code based upon a graphical library or language, such 
as Motif or Tcl/Tk as described in John K. Ousterhouf. 
Tel and the Tk Toolkit." Addison-Wesley Professional 
Computing Series, Addison-Wesley. 1994, or (2) by 
using point-and-click techniques to generate graphical 
code, such as is used with the xforms package 
described in T. C. Zhao and Mark Overmars, "Forms 
Library: A Graphical User Interface Toolkit for X," 0.86 
(edition, March 1997. Even for packages such as xforms 
that attempt to automatically generate much of the 
graphical code, additional code must still be written to 
interface the graphical code with the functional code. 
With the indirect instrumentation of the invention, the 
need to write this interface or "glue" code is eliminated. 
[0047] It should be noted that the above-described 
illustrative embodiments of the invention can be imple- 
mented in a variety of computing applications other than 
those mentioned above, including other distributed and 
non-distributed computing applications. These and 
numerous other alternative embodiments within the 
scope of the following claims will be readily apparent to 
those skilled in the art. 

Claims 

1 - A method of providing software instrumentation in a 
computing system, the method comprising the 
steps of: 

controlling the execution of a target program; 
and 
executing a user-specified instrumentation 
action upon occurrence of a user-specified 
event during execution of the target program, 
wherein the instrumentation action is imple- 
mented without modification of the target pro- 
gram code. 

2. The method of claim 1 wherein the controlling and 
executing steps are implemented in a backend por- 
tion of an instrumentation tool, and wherein the 
instrumentation tool also includes a frontend por- 
tion providing a user interface in which the user 
specifies at least one of the instrumentation action 
and the event 

3. The method of claim 2 further including the steps of 
running the frontend portion on a first machine and 
running the backend portion on a second machine 
remote from the first machine. 

4. The method of claim 2 further including the steps of 
running the frontend portion and the backend por- 
tion on the same machine. 

5 5. The method of claim 2 wherein the frontend portion 
includes a creation graphical user interface having 
user-selectable instrumentation functions for pro- 
viding instrumentation for the target program. 

10 6. The method of claim 2 wherein the frontend portion 
further includes a created graphical user interface 
which is created by the user for providing selected 
instrumentation functions for the target program. 

75 7, The method of claim 5 wherein the creation graphi- 
cal user interface includes at least one of a source 
listing for at least a portion of the target program, a 
list of functions in the target program, a list of global 
variable in the target program and a list of local var- 

20        iables in the target program. 

8. The method of claim 6 wherein the creation graphi- 
cal user interface allows a user to select a variable 
in the target program for display in a created graph- 

25 ical interface of the frontend portion, and wherein 
the variable is updated using information supplied 
from the backend portion regarding the execution of 
the target program. 

30 9. The method of claim 2 further including the step of 
running a debugger program in the backend por- 
tion. 

10. The method of claim 2 further including the step of 
35       providing at least one counter in the backend por- 

tion for monitoring a characteristic of the user-spec- 
ified action executed by the backend portion. 

11. The method of claim 2 wherein the step of execut- 
40       ing a user-specified instrumentation action further 

includes the step of executing at least one of the fol- 
lowing actions: (i) altering execution of the target 
program; (ii) altering a value of a target program 
variable; (Hi) sending output of the target program to 

45 the frontend portion; (rv) starting at least one addi- 
tional program; (v) calculating a rate of occurrence 
for a given event relating to the target program; (vi) 
sending a message to the frontend portion when a 
given event relating to the target program occurs; 

so and (vii) modifying a target program variable based 
on usage of a set of operating system resources on 
the second machine. 

12. The method of claim 1 wherein the step of execut- 
55       ing a user-specified instrumentation action further 

includes the step of executing an action when at 
least one of the following triggers occurs: (i) an 
update of a target program variable; (ii) execution of 

45 
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a target program instruction; and (iii) expiration of a 
timer. 

13. The method of claim 2 wherein the step of execut- 
ing a user-specified instrumentation action further s 
includes the step of outputting at least one of the 
following action outputs: (i) a string to be forwarded 
by the backend to the frontend; (ii) a command that 
updates the value of a backend counter, and (3) a 
command that alters the execution of the target pro- 10 
gram. 

14. The method of claim 2 further including the step of 
operating the instrumentation tool in an interactive 
mode in which a creation graphical user interface of is 
the frontend portion requests information about the 
target program from the backend portion, and the 
backend portion supplies the requested information 
to a created graphical user interface of the frontend 
portion. 20 

15. The method of claim 2 further including the step of 
operating the instrumentation tool in a stand-alone 
mode in which a created graphical user interface of 
the frontend portion, generated using a creation 25 
graphical user interface of the frontend portion, 
requests information about the target program from 
the backend portion, and receives the requested 
information from the backend portion. 

30 
16. An apparatus for providing software instrumenta- 

tion in a computing system, the apparatus compris- 
ing: 

a machine arranged to run at least a portion of 35 
a software instrumentation tool, wherein the 
instrumentation tool is operative to carry out a 
method as claimed in any of the preceding 
claims. 

40 
17. A software instrumentation tool comprising code 

portions for performing the steps of a method as 
claimed in any of claims 1 to 15 when said instru- 
mentation tool is run in a computing system. 

45 
18. A computer program product stored on a computer 

usable medium, comprising computer readable 
program means for causing a computing system to 
carry out a method as claimed in any of claims 1 to 
15. 50 

55 
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